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ABSTRACT

Purpose: Most of cybersecurity breaches occur in SMEs. As the existing cybersecurity framework and
certification system are mainly focused on financial and large companies, it is difficult for SMEs to
utilize it due to lack of cybersecurity budget and manpower. So it is necessary to come up with measures
to allow SMEs to voluntarily manage cyber risks. Method: After reviewing Cybersecurity market,
cybersecurity items of financial institutions, cybersecurity framework comparison and cybersecurity
incidents reported in the media, the criticality of cybersecurity items was analyzed through AHP
analysis. And cybersecurity items of non-life insurers were also investigated and made a comparison
between them. Result: Cyber risk management methods for SMEs were proposed for 20 major causes
of cyber accidents. Conclusion: We hope that the cybersecurity risk assessment measures of SMEs in
Korea will help them assess their risks when they sign up for cyber insurance, and that cyber risk
assessment also needs to be linked to ERM standardization .
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o =3t Hl2|7F 555k=Tl(Oh, 2019)4tel, 50 A8 AAR= F= @A doll 23 o] A L w2k
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7|59k AL Qleh

Feuehs AR AR R AR eSS = Sl A HESH RS FSIE], ol
o] g0l 91, IJREALH, of JgHSMSUHISMS-P O F-TiARS: A HE X A{H| A
AT 217 370 E7 Dt o[- 82K 10091 oo = wl¢- AljtAl 0014 2020. 68 715 ISMS F-8 {15= 453719
S 32t 1147 AR, ISMS(v.2019)= 807H, ISMS-P(v.2019)+=
1027]9] AeRm 0 & S/ 5o Rlo] F4r]do] &8ss 7= U Bal, o Ff A-dEAe] ARZe] 715t
o}, YEt S gol 871 Ee v ti7 | ik Zo] Afo|HE T FAht e E 617 of Bl Aol B 1W<
H]-g-o] TRIER=ISMS QIS 97| o] A5do]7] wiofl, Aol Ete] tgh 7124 o] 11 AA Ao HA| ThE 2elo] B
= g e o] st
wEba] 2 Aol A= 7] L] Tt Ao HHEQE T[] Tt Ao HF AR F AR LRl I E A=

7|Hr0 2 FA47| Yol At Afo|HERT Q1B 7T FE-3 AHP =St HEA AJZES dl2{oto] Afo|HEQt 913

B
o

ro

ot

L
i
e
i
2
)
=
H
e
=
w2
o
[}
~
[
o
=
<
[\
2
N/
o
=
=

376 KOSDI



Byoung-Ki So and Chong-Soo Cheung | Cyber Risk Management of SMEs to Prevent Personal Information Leakage Accidents

O|=2X ulid

AO[EHEQF T3

1995 G=rEFH3|(BSI, British Standards Institution)ofA] HERH S H2]E I5H A12KCode of practice for
information security management specification)1 BS 77998 71 A} 765 AL, Part1 (7 E X 574 Best Practice)<
ISO/IEC 17799(FEH T AR FH)S AA ISO 2700271 E31, Part2(AEESEH2)E 2005 ISO/IEC
27001(AEH A AR O] ZhA]| 0] E|IthKorea Communications Commission & KISA, 2010; Min et al., 2006).
SO 27001 2] 7#24=Plan - Do - Check - Act ‘5 4TAI = =0 Q=H], 1SO 27001(v.2013) 15-& 5] fI8HA=1SO7F
{76k W7EARES 7[Hho g Z2lo] HH B oW AAIE Holal 2Pkl =AIE B Potof 5k, A2
B AIS, AEA, A, AAEA, 7+, HYEE TAo] tish 87 HE foloRt ftk(Son, 2014).

H=2 F8US SO Z Afo|HH o] 7Fg WA LQlE| o=t 1996 =57 2-AAF]¥2](The Federal Financial
Institutions Examination Council, FFIEC)J|4+= Cybersecurity Assessment ToolQ] FFIEC A28 AAMNFAAT
AudityS =I5 015, 2006F7} 2016 104 T2 2]%52Q1 7H8S 714 IT Handbook(Information Technology
Examination Handbook)-2 -5k’ Itk 712]17 2014 0]= 59 3](National Institute of Standards and Technology,
NIST)ellA NIST CSF(Cybersecurity Framework) S "H3#st3 17, 20179 78 S840l = vl= 45 222 3871
o] tigt A [H ELQFF2I NYCRR 5002 2}%5}2017.3.1. A|3¥)5HIthKim et al., 2018).
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(Korea Information Security Agency, 2003; Kim et al., 2012).
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Tef} olefa-4-89 AolH$1E B MIARS Bo IR ] YR B, ZARIESHLSo] WAt HEelzle] HastALt
ZVa5e] Lash thee] F47190] BEoblole Bhe oletgel gl F47199) AlMSIA TS s B 3t
S0l kol Ql=t, Pl=-2 2014 NISTOA] NISTIR 76212 53l At RAIAAFS] ZJ H 1 Qtof| thet 2302 Ao AL
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B8 4 G F4719 AHRE AT 7}014»2:%— AT e F27]910] Al MBS A1) SIEt ke
Aot ARte] L], Jung(2017)-> COMODO(E ), CASTLE(EHSH), COMODO Killswitch(Z2A| A FLU &)
5 9EA B2 IS BN F47190) HOF PPN 2L ARISHAT, Park(2020) F47194] Ay
S 1ol 17710 BB TAIERS 295k € Al 5iick
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ol gtat AL Qe Ajolifet AAeleto] st TRekL 7] Ajo| et ZoSlAE Ao
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o] E2E o] & 2etolH, 7 HoPgH|u Mot = T8-S A5l e atetelr] wizolth B U4t Q1
& ol AL 2 252 HE APT-342 FokAH, oA A8uiA|(USB 5)E &oll 24T =7F 94 = 71
F9)71 H Q5K Cho et al., 2015).
FA7]Goll 2Rt Aol 91l B7HE S1oiA AtoHEQIARY, H-87 13 Afo[HHQH 5, AloH Het a9l v,
AZof| H I AL H QALY 58 TAFFTE, Afo|H HQEAIALS International Security Exhibition & Conference (2019)
-J IT HHREoF477l12} Song et al.(2018)2] -0l Q)= Gartner 167}, Technavio 107H, Markets&Markets 167 2oFE 211
Sto] IEEQ=, AA-IEE, FRIZ/AGH-GE8A], 4015, B, HPadd, fAid, ws/&d, 7|8 5o= 47
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(2017) 59 A2 5 S8ttt Afo|HEQIALY A= Table 12} 0] 2006 HE] 2017E7}2] Wikipedia, Korea(2021),

7]

2

&

A

S
j

2o
ﬂﬁ‘.‘ ox O
EN

i)
m

KOSDI 379



Journal of the Society of Disaster Information | Vol. 17, No. 2, June 2021

HEQIAVE, T87 [ AfIHES

2ol woPH 5| 5 5 T 2071 %

1al= ol

1 O 1
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=l

Namu. Wiki(2021)2} AZofl 423l 78 NI R-{-EAT 307 Z-851310E DDoSU s Hlo] 542 A4 0 = o
Z2] 97 Hhzoll AVYR-FZALE Ale|HE M AL TESIGIT) Alo]HHESE Te|9]H0] S 5d5a SHAZ Alo]

=0l Hi A EQIAAL SO FES AT skl FehA o 2 HEsof 47

F4719) Alo]H ST $1EH KIS0 2 Table 22} o] Attt

Table 1. Lists of personal information leakage accidents

TE O ARIYA fETE ] HAFPE F8 FEE
P72 NIFEE DupA R Aol Thof
~ ™
L1 2006~2008 6,510,000 ® (ueIrkz o] Ajelg el Hastw, usBel 4
7. olH|Y (AT E)Z A7 BRIARISAHE 5
1.2 2008.2,20084 18,630,000 (oleflel Amtel opg e k)
1.3 2008 9,700,000 A 3 OXJMHH RIF FAA5-R710 A4, siA7 DBAIY ASdEsS 2=
1.4 2008.9 11,250,000 g A48= JaAR AMntd cD7F A A bﬂﬂ% zd
1.5 2010.3 20,000,000 7 HESsE 2105 RIRKE 3 sAAAR F=0] 53
1.6 2011.4 1,750,000 B SEARY] IDEPW AR, T APC S17))
1.7 2011.7 35,000,000 Y 7). Brza O dho|EQY eI E
1.8 2011.8 350,000 o AN Bt sh
1.9 2011.11 13,200,000 B S GAHL} JLPC U AT E), DBEIEA L] ZA)
1.10 2012.3 200,000 g 7RI HOIEFO] Gl EE(HAHE 5-& HE-EAE 5ol Tl
.11 2012.5 4,220,000 o FE )R] W T E). DBY TSI ¢Isl 2E|S| YA H njulr]
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7. tH2l-PCet VPNZH(H| o8l 541) B 58S ¢tet
™
1.13 2012.7 8,700,000 3 e ApCol HrSHHO| WAl £ Holi = e A SlS
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1.16 2013.6 2,9400,000 H 7GR E MR DDoSEAMAH|A Z2A)
1.17 2013.10 >2,900,000 3 5117 JCAAFER T, 2219 HRFEA)). sl E(mY] &5 vl-57H)
5\_/\111 o]0 = H]o 7]-US “].u}/\]ialo] Qe
7] T oI =, pit i 1= BT
1.18  2014.1.20 104,000,000 A eldn me g zupme
1.19 2014.3 12,000,000 g AAE R, el TR T 28
1.20 2014.3 20,000,000 Y AR AGuATEHQE ;§} 402 AT BRI
1.21 2014.4 3,500,000 9 §7011ERE {& 20144 FH))
1.22 2015.3 750,000 7 FFotolH Bgdh, BRIkl x| s
1.23 2015.9 2,000,000 Y g7 Aol dodneEE dEEtEAnE
1.24 2016.7 10,300,000 A oH?l(ﬂua A% dT54T)
Oﬂx} o]uﬂ q] otz T2 aﬁl:l-pc BH/\]U]/H -].
Eﬂ -1 O = [e] I S =
1.25 2017.6 36,000 3 Lﬂji A8 BebA]AE] 2
215 ¢S FZAARAZ F-E0] 9dH
1.26 2017.7 33,000,000 A (HOIRITOE 482 Hotzlerd 20 2 517))
1.27 2017 990,000 7 AWASQLIAA 5L Fofl HE|AHEsH SR
1.28 2017.9 130,000 24 S ALADA A v %] 5 AREE B A RS
. AR ESAA 2 Y PC A FE A, SAAFH 7= HeR.
™
1.29 2017.9 420,000 3 4%%4111 21910] et THIE v S
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Table 2. 20 Risk assessment Items for SME’s cyber security
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O H O = A _
2.5 7N % f;if | (2.10) 21712 B3 (2.15) 7174tz 7] (2.20) HRtFHo|E v]&
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whaha] AP TR L 4GAR Fig, 13- Ztt
Apols B ekA o ot AHP 2214 HEH A2k
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Fig. 1. Flow of research method

AHPE 53t S0pH SO T 2

47) HololA] 2} sobd 57| el Fatwe Wekels] Slste] A5 OAbEH HHER) AHP(Analytic Hierarchy
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Table 3. Score of AHP assessment item
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AHP= A271=9] 794 grtof wiet AA =22, Q17ke] =20 glofA] Ho|(bias)@t 2 F(error)= &7 15| LAY
o -] §lis AR o] AL AL e] Aol HE5E 4 Qlet, 54 dd HI-E(CR, consistency ratio)©] 0.1(10%) ©]
SHH AfaLe] P¥tdo] I HTHAL SHoK(Yoon, 1990). TekA] Table 22] 47 Fof 57] =7t 4591 HEZAH0 5
CR%®] 0.1(10%)°]H ] A2 T1.Q1 25T, T1.Q2 24, T1.Q3 24, T1.Q4 337H0|+=4, T1.Q1~T1.Q4 =5 CR Zt°]
0.1(10%) ©H<Q1 2271-& Aol 8ottt 2271 5 10702 =1 ITH0F ti7 ] HRFsAlell A5 Hr 2] ofolql
t}. B7F}=0] 571 n=58 A8, Rlx= n=5% o] A5 1.125 28513t} AHP #4142 Kinosita et al.

(2012)& Fa1sto] 285ttt

CI=( Amax —n)/(n — 1), CR=CI/RI (Random Index)

= A E S Foll Al E S ZRIA7] A Qlrt. Hele- 1344 0 & @At Afal T o] mheE &4 HAYS)H
o sAEARE 2244 0 & Helo] ZRIet AlofAEo] fld Aol whg Helm IS AlE 2511 QlojA] ALE ¢
HEAL &4 Fol= 427]5°] 217] WiEe]th(Korea Insurance Development Institute, 2015).

P2 T8 7121 a1 th=71&4 a<lo] ool Uitk @432 Foll 919 wefeith HaloAs Alo| =S A
O] AL 9} WS 5 A A7 7 T2ttt HAAZA oA Aol HHEQES (i) H AR EAYSHA] 9FA
L (i) H FARL A 2] Agte] Q)2 mohE F|Aslehe Aot A= Wk o] F1 sfiFdo] WGtk st et
21472 o U QIR 5 A HA o] fEER] ¢, Ee)A HePgH] Sof| o7 Iek] g RS HWohH. $A+=
o7ty A 2 ws7 sk AL, WehE Faeke 4 = ol Sl Aol

HAH AJZtollA 4719 g Aol E QRS e ga|u Heam EQojo] Qi 7E-g drht S-45] 2711 9l
EAe} 71E0] F LeiRl AtolH siFJAL|of| thet tiH| o] EAf) ofFolrh. Ale|H o7l ofti A= iAo 7FRt i, &
7HsHA ARt ol & H/doh= Zlo] Hlo]7] uflze]l HAR= HEALZF AAEX] A 4= ok As A= 919
U ARB7 S A AR

PAHSAIR, o IE NI E-A= vV Y ofFete U] SollH AR A H-fE S e e AfoHE
= il Qledl, HAAR= Al AekE 91@etA] of -8 Thesh= iR 0 = AR R E AR XA RS AL Qi

Table 4= 20194 712 7} &l A H A H TS 9l7] Slof Alep el ARZAF 22 ulmgt Ao,

Table 4. Insurance company’ checklists for cyber insurance
BT

e Al A B D; D H
1.1 A7HEH Vv % \% \% Vv Vv % Vv Vv
a1 Zujo]z] o v
e 1.3 HE 1A HS Vv \Y; Vv Vv Y Vv Vv Y Vv Vv
1.4 R/ B A Fet= v Vv Vv Vv
1.5 ALTE V Vv V V V Vv vV Vv
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RtY = Ay D, D, F H
21 HEAZHLGTHEA, A=
22 AEI At Vv Y v
Ay 23 AJNAE RS Azt VooV Y%
e 24 AHHES WS 9 A7-8-3]4 Vv vV \Y4
AA - 25 e yte] BUE % %
2.6 MR AR e S P Y Vv \% vV Vv
2.7 NP HE =5 A -84} Vv Vv \% vV Vv
3.1 ZHRIAH. ol H \% vV 4
o 32 AR FGo v V Vv
33 ZHRIAH. Qe H \% Vv Vv
B34 AR SJEdE ArE % v
35 SIEACRAA ol ARE AA % V.V v v
41  ARZEEE, FEAEUEA \ ARAY \
42 AHHZ 1D, PW Vv Vv \Y, Vv Vv
43 AR OTP 2§
44 AHAET PW 714 W7 \%
45 B2} bt \% \v Vv
46  QIEARJIT(FHTHY 5
47 2 \ \4 v
4.8 Lok HAE \
49 molsi7] HIAE VooV v
4.10 R A T 2 T e v (VAR v vV
411 AHHBES ATEo] AR R (VAR vV
Q412 HJAFEAH 217|120 v VARV, v Vv
Bo 413 HIARRTELAZHA) % v v
A o414 L ER YT 44 Vv
2405 wERs R ERIEA
4.16 F-EA A AHEA
4.17 MeIAE 41 A] 455} \ \ Y \
4.18 NV E 27 w7] v v v
4.19 LR % v v
420 7§14 B DB 5} v (VAR
421 DB¢ 53} AR 3= v
422 DB S5t &34 v
423 DB} &3} CC/K4 Q1% V
424 DBY S5} FolH &= V
4.25 gt Y vV Y
426 Hlojg ¥
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Table 4. Insurance company’ checklists for cyber insurance (Continue)

R
RtY Ay A, B C Dy D, E F
5.1 Ha71qlolH vV vV
52 HLWr o]H Vv Vv Vv
HY 53 MeIAR-F=0]H V Vv Vv V Vv V
Z7A 54 o Zo0 AHALG} v V. WV,
55 5 W ZAARA| A/ A \
5.6 /\]/\E'“ 7H1ﬂl— /\] Eo]—;d A \V

(EA =7 T8 EEAALSTIAHA T Ave SLE AR 7| AP E 25 2Ah O] AfolHEH 71 e A Ah=)

AHPIEL ASH Bavo R r:}uml EAupo] 284 5 gloit, B AT 4] Hopd Fer s dR e %
AFSHA] 913, 4749] Hololl ] 2 Hopi s/} Wk B E e 9 H491S 2ARII) o i 47)0] Hof BE £a5

£ Aol AR elsiE

A}O]HL@OL gz_ﬂ, olg 2] ZHolA 71 53 Z(Fig. 2)°fl thall EEAM=12)= A H H & $2](25.7%) > A HH o2
ZF AH(21.6%) > AR E SANH20.7%) > AEH T W-5(18.6%) > 7N E-G& A] th-3-8%1(13.5%) <=°] 3]tk AfoH
AE7FEQ] BEB(1n=10)2] ThS AR HOANH(32.1%) > AR KT Z2](28.6%) > A H E TAAR} IWH(23.9%) >
IHFE A H-SERK8.0%) > FHE T W-5(7.3%) oIk 23 537 =354 02 YHH oA, HE
O ZA], AH B A} ol et ATA 0 2 A H B o w-50] Hl-go] W2 A2 wso] auA]o|z] Zet @ Aot Azt

5, JEAE Al HiE2ke om

_4

o] ARgo] Hlgl] thge] e Ao @ ket

B HEARn=12)
30% = BB B(n=10)
5% 239%

21.5%:///

0% - 1B.6%
15% 13.5%
10% -
5%
o A

AE2] 4071 5 CR 0.1(10%) 5121 22749] theh Hatghe 4519t 227 5 12742 74 43, At
7

7

HEEZAL HEEEZ PESSUUAUF FEEE IR FEJEANUSE

H

Fig. 2. Results of criticality assessment in terms of cybersecurity policy & leadership
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AfolH] Sigde]o] At Hebga] SHolA 7Fd 525 Z(Fig. 3)°f el EEA= Ul 5 HFR](40.5%) >ID,
PW 7J2K(30.3%) > HIA|47(12.3%) > 21715 BHH(9.5%) > A YET 2H8(7.5%) <ol B 4ot &
HOPAF2](35.0%) > ID, PW 7J3H(25.2%) > HFAS A (15.7%) > 21 UAEZE 288(12.8%) > 2172 HIH(11.2%) &
o]t T8 5 37 1A= 554 02 W 5 HOPIX|QH D, PW 748l Hetx] S AAo| it HIS b2 o7l o]
LF-FTHolglol & o 6] of 5] YA/ Wb §-851, /g4 0 2 fiAf]e A shupytEofuA = Het
T2 2~ 108 Ak Z7RTAL 424 ¢lol(Yang, 2019), $47]H0]  HI-E31l0] §-851A] Ale|HERE Z3aket 4= b
Zolat prgict.

45%
40.5% mEEan=12)
0% -
# BEB(n=10)
35% -
30.2%
0%
25% -
20% -
15.7%
15% - 12.3% 7 12.8% 11.2%
2 9.5% ,
10% 7.5% % o
5% -
D% -1 T T T T 1
BEOR[ZEF AT AELUEZEE  HEME F EorE| 1D, PW & 27| E 24

Fig. 3. Results of criticality assessment in terms of cyber risk management(Block & Secured device)

Ao HQE 7|1 H oA 7Fd Fa Rt Z(Fig. 4)° tholl H2A= 7N H A 20K 41.2%) > 7NV R osbdsE
(22.0%) > NAIAEHZAGH16.5%) > T4 AgH10.3%) > 717HERE H7](10.0%) +=0|3Ith. EEBE 7Q1 Bt
T8K(34.1%) > NIFRHTAIRN27.8%) > NAFHATIPAE(16.2%) > F-EAE AlR(11.4%) > 7IXtE 7]
(10.5%) = 3iet. F23 5 372 = 354 0 2 TN et /i E G ZARE, IR etashdgolt. vis
o] =l ek i1 ET fa st o] Lo F nlsl7 EAYekA] o= RhE, ZHQIPH QF 2 sh= REEA] H sttt e
stEstgot Agto] glof s E At ST, ast Al g RollA Q7P A S| AIE AFgslioF shH, fa1E
717ro] A 23| Al= il 1Stk

ARlHHEQE ZHRIPC HHEAoA 7Hd 528 Z(Fig. 5)°l il FEA+ ¥iAIn[d%](27.8%) > PC W=k n]d
(26.3%) > HSFAHO|E 1]8(17.9%) > 7| H EH eI 2 78 n]42)(17.3%) > F27H0S8(10.7%) <=0|3Ith FEBE=
Z08S(39.9%) > WA 2)(23.8%) > HFAH|O| E 1 5(19.6) > PCHISH nd7(10.7%) > 7| R = Hobx 2 772 n
(6.0%) =°|30ek. 7FE 583 3714] 810 &= A0S, WAln)d], Hetddo|E nlgolr). 53] Afo[HESH
E¢1 FEB = FAZHOS(UEXP 5)2 HIGHO| EE 7P S-asithy st ol 71241 2B AA1S] 5

=2
= 5ol 540] 2 %, the o] Hetme o] At I Alofi=tts A ke 4AL QU] whEo s skt
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Fig. 4. Results of criticality assessment in terms of cybersecurity on privacy management
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Fig. 5. Results of criticality assessment in terms of personal pc cybersecurity setting

HHE A|2S S5 AlO|H{Q[& ] Bk K[A]

[ =

489 HZ(Law of Minimum)-2 n7i2] 77150 2 9507 E50fA] o] 3t /9] UR7]52] =07t -2 -2,
7P 2 71T ool met 250 wolrH 27 Hs ¢EE Rt ol Heto M FdsiA 282 4= Atk &, 7H
Foker R0 QI Afoluirgto] SIEwS 4= Sk ojlol
NN E-RE Y ST AW EH, (F4)7]19 2] AeIHEIA 7P F-a9t 22 si7]e] 24o] H7] e=
o] 71 Zaslth QIEIS ARk gLt QI RS .8a1A] Qe o] 714 EAJRE ofe AAH o2 ofgl]
uho] 4171 sl EA) SHES S Alo] FasiH, A RE Hatto waslo] 0w Qg oS Haslohe et
= OH Helt.
HAH Al alefsto] =/t AlIHALL AQ1 207 ] Hiet F:4-7] 4 o] AlelH e ¥2] Weka Table 59} Lol AA
SHAT. AfolH 1] B }Oﬂ 2071 55 Sl 55] S5ttt A-H 12714] fE(Fig. 2~5)7 /NI H-fEulV 2
131 Al ZATSHE HEALS] ZAIR R Table 4) 5 7H E@Hlo] ek

[

PO
o
iz}
b?.

oo
o
ool
N

386

KOSDI



Byoung-Ki So and Chong-Soo Cheung | Cyber Risk Management of SMEs to Prevent Personal Information Leakage Accidents

Table 5. Major risk factors for personal information leakage and risk management method for SMEs
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B h mee Tablel ~Table2 Table3
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